
State: Ukraine  

Threat: Cybersecurity Vulnerabilities and Nuclear Infrastructure 

The following brief was prepared to assess the threat of potential cyberattacks on Ukrainian nuclear 

energy infrastructure and provide some mitigation strategies.  

I. Introduction 

The country of Ukraine has been the victim of several of the world’s largest and most devastating 

cyber attacks in the last decade. Indeed, Ukraine was the target of what is considered the most extensive 

attack in history – the NotPetya incident of June 2017. This incident solemnly emphasizes the need for a 

review of Ukraine’s cybersecurity policy and its intersection with nuclear security. In fact, the NotPetya 

attack even reached the radiation monitoring systems in the Chernobyl Exclusion Zone, forcing staff to 

conduct the protocols manually.1 While the spread of the 2017 ransomware was rather indiscriminate in 

nature, it caused devastation in the systems of various Ukrainian government agencies, multinational 

corporations and touched our nuclear infrastructure.2 This demonstrates how cyberweapons are an evolving, 

emerging threat in the nuclear domain and how Ukraine in particular might position itself for enhanced 

defense on this front.  

 

II. Nuclear Security – A Foundational Pillar of International Obligations 

Ukraine has been a member of the International Atomic Energy Agency (IAEA) since July 1957 

and is subject to a number of provisions of the Agency.3 One of the three pillars of the IAEA along with 

safeguards is “Safety and Security”. As part of this, the IAEA itself addressed the importance of 

cybersecurity in a June 2015 conference stating that, “Regulation must address information technology 

systems, industrial control systems and physical protection systems used within the nuclear industry”4 and 

that the IAEA and the member states therein must take initiative in these endeavors. Given Ukraine’s 

international obligations, it is imperative that both the government and the private sector explore avenues 

for mitigating the threat of cyberattack and/or intrusion in its nuclear sector.  

 

III. General Threat Landscape  

Prior to exploring the threat landscape specific to the Ukrainian context, it is important to give a 

broad overview of the threat of nuclear cybersecurity vulnerabilities more generally and why it is a concern 

for the next decade. Research has been done on cyber vulnerabilities for both peaceful and military nuclear 

capabilities. While it is not the focus of the current brief as Ukraine does not possess nor produce nuclear 

weapons, it is important to note that vulnerabilities in the offensive domain are a particularly troubling 

reality of the forthcoming decade. Given Ukraine’s tenuous geostrategic positioning between Russia and 

NATO, disruptions in the nuclear command and control systems of Ukraine’s nuclear-armed neighbors is 
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an important consideration. In an excellent 2018 paper from Chatham House, the authors state that, 

“Cyberattack methods such as data manipulation, digital jamming and cyber spoofing could jeopardize the 

integrity of communication, leading to increased uncertainty in decision-making.”5 They also specifically 

mention Russia’s work on a spoofing device designed to imitate jets, rockets or a missile attack to fool 

defense systems.6 Both of these have serious implications for both sound decision-making for those with 

nuclear weapons as well as Ukraine’s conventional defense systems. Rapid decision-making in nuclear 

weapons strategy that can be compromised by cyberweapons is a global threat and one that leaves Ukraine 

particularly vulnerable in its geography. This concern is compounded by the fact that many of the most 

potent tools to create cyberweapons are currently out in the public domain, as evidenced by the 

cyberweapons architecture from the infamous 2016 Shadow Broker’s hack on the NSA cyberweapons 

cache7 resurfacing in both the NotPetya attack in Ukraine and attacks on U.S. critical infrastructure just this 

month. This means that both state and nonstate actors alike have a role to play in further developing 

cyberweapons and evolving use typologies in coming years.  

 Of course, there are also major concerns with regard to the nuclear energy sector and its peaceful 

applications, in which Ukraine is significantly involved. The Nuclear Threat Initiative (NTI) published a 

report in 2019 titled Outpacing Cyber Threats: Priorities for Cybersecurity at Nuclear Facilities, outlining 

these vulnerabilities in detail. They note that terrorist groups, nation-states, ransomware hackers and 

“hacktivists” all have unique capabilities and motivations to carry out cyberattacks on nuclear facilities. As 

the authors write: “Digital systems are integral to nuclear facilities—from enrichment facilities and 

reprocessing plants to spent fuel storage and nuclear power plants—throughout the fuel cycle. They 

perform a range of functions, including access control, materials control and accounting, and the safe and 

secure operation of the facility… It may be only a matter of time before the world experiences a catastrophic 

event… facilitated by a cyberattack deployed by a determined, well-resourced adversary.”8 The report even 

highlights the 2015 attack on Ukraine’s electrical grid as a case study in threats to critical energy 

infrastructure and note that,“it’s not inconceivable that a nuclear power plant could be attacked for similar 

reasons.”9 

 

 

IV. Current Status of Ukraine  

 Apart from the risks posed by Ukraine’s geographic positioning on the world stage, there is a robust 

potential for cyberattack and intrusion in the country’s internal nuclear infrastructure. According to the 

IAEA 2019 Annual Report10, Ukraine has 15 operational nuclear reactors which produced over 53% of 

national electricity in 2019 (see Appendix I). These reactors are located across the country and this does 

not include the management systems operational at the Chornobyl Exclusion Zone. Ukraine is currently in 

the unenviable position of having its nuclear facilities in the crosshairs of a number of different actors as 
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well as possessing more systemic risks and vulnerabilities. The 2015 attack on the electrical grid and more 

widespread NotPetya attack in 2017 point to the motivation of state actors (notably Russia) to seek leverage 

over Ukraine’s energy infrastructure and with more than half of Ukraine’s electricity coming from nuclear 

sources, the target becomes obvious. In fact, it is reported that the Cybersecurity Department of the Security 

Service of Ukraine neutralized over 600 cyberattacks on critical infrastructure in 2020 alone.11 A source 

interviewed in a 2015 Chatham House report stated bluntly, “I think they [Russians] have an agent in each 

plant; it is a priority for them to have people in Ukrainian nuclear plants.”12 The interviewee also pointed 

to low wages and lack of training, motivation and English-language skills amongst CERTs (Computer 

Emergency Response Teams) as systemic vulnerabilities, for it leads to stale cybersecurity awareness and 

hampers proactivity and information-sharing. Additionally, the threat of terrorist and organized crime 

groups leaning on cyber means to target Ukrainian facilities remains extant. Robust trafficking networks of 

illicit nuclear materials have been documented right on Ukraine’s border – in Georgia and Moldova, not far 

from the South Ukraine facility. As Dr. Beyza Unal wrote in 2015, “The incidents in Moldova… are 

indicative of an expanded black market with increased demand from terrorist organizations, saboteurs and 

lone actors.”13 This means that both state and nonstate actors have incentive to leverage cyber capabilities 

against Ukraine’s active nuclear facilities as well as spent fuel storage. The NTI assessed Ukraine’s general 

nuclear facility security capacity and ranked it 29th in the world for site protection. While Ukraine scores 

quite high in its “security culture”, it has a medium level of cybersecurity readiness and the overall risk 

environment poses a myriad of challenges (see Appendix II).  

 

 

V. Toolkit Available 

There are a number of different avenues Ukraine can pursue in its efforts to mitigate the threat. In 

their aforementioned report, the NTI proposes: 1) institutionalizing cybersecurity; 2) mounting an active 

defense; 3) reducing complexity; and 4) pursuing transformation of cybersecurity systems by working 

closely with various stakeholders.14 In the Ukrainian context, this would mean leaning on international 

partners, such as the IAEA, WNO, WANO and INPO and perhaps even the European Union. To begin, 

Ukraine should rely on the tools provided by these organizations (such as the framework outlined in IAEA 

Nuclear Security Series No. 17, Technical Guidance Reference Manual: Computer Security at Nuclear 

Facilities)15, conduct targeted risk analyses at its facilities and explore areas for operationally incorporating 

these frameworks. It is also advisable for Energoatom (the state enterprise operating Ukraine’s nuclear 

facilities) to foster collaboration and information-sharing between the public and private sectors. Ukraine’s 

growing IT sector can serve as fertile soil for public-private partnerships targeted at bolstering detection 

and defense capabilities for the country’s state-run nuclear industry. Even minor steps such as improving 
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the English levels among CERTs and modernizing basic IT training within facilities would be helpful. 

Finally, efforts to improve security in the procurement of products used by the nuclear industry is essential. 

NTI insists that industry players “demand more secure, less complex products from vendors” and recent 

reports of turbogenerator excitation system software manufactured by Russia’s Ruselprom being used in 

the South Ukrainian, Khmelnitsky and Rive power plants underscore the need for more secure 

procurement.16 

While developing a toolkit in the cyber domain is a difficult task – for the toolkits of malicious 

actors are continually evolving in tandem – Ukraine is currently in a position to address the low-hanging 

fruit as well as outsource some of its toolkit crafting to its international partners.  

 

Appendix I – Current State of Ukraine’s Nuclear Facilities (2020)17 18  
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Appendix II – NTI Nuclear Security Index – Key Indices for Ukraine (2020)19  
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